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What is SPDM?
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• From the kernels perspective SPDM is used to authenticate and attest devices.

• In this threat model a device is considered untrusted until it can be verified by the kernel and userspace using 

SPDM. As such SPDM data is untrusted data that can be mallicious.

• The SPDM specification is also complex, with the 1.2.1 spec being almost 200 pages and the 1.3.0 spec 

being almost 250 pages long.

• As such we have the kernel parsing untrusted responses from a complex specification, which sounds like a 

possible exploit vector. This is the type of place where Rust excels!
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SPDM: Secure Protocol and Data Models
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• A set of standards published by the Distributed Management Task Force (DMTF)

• A protocol designed to allow two different endpoints of a system to establish trust

• SPDM enables the creation of a secure channel/session between two endpoints where encrypted messages can be 
exchanged

• SPDM follows a requester-responder model

• Two major features of SPDM: Authentication and Attestation

• Authentication 

• Allows a host to verify the identity and integrity of an attached component and to take actions early if the device 
does not verify as expected

• Each device has a Device unique ID as a certificate signed by the vendor

• Attestation 

• Allows a host to verify the state of the target device

• Achieved with multiple measurements

• E.g. hash of immutable or mutable code, boot stages, configuration data, state variables, etc
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SPDM: Secure Protocol and Data Models
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• The identity of the device is proven by a certificate 
chain

• At manufacturing, the device is provisioned with a 
certificate chain

• A requester can issue GET_CERTIFICATE to retrieve 
this chain

• The requester then verifies the certificate chain

• Optionally, the requester CHALLENGEs the responder

• Which allows the device to prove the validity of the 
certificate chain (i.e that it owns the key)
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SPDM: Authentication / Device Identity
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• SPDM allows requesting 

measurements from a device

• This is used to read version 

information, running code digests, 

hardware and software state and 

configuration data

• This can then be used by a host to 

implement security policies

• Useful for securing devices or 

maintaining large networks
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SPDM Measurements
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SPDM: Secure Protocol and Data Models

• SPDM messages can be transported 

with the following transport protocols

• SMBUS(I2C) and I3C (MCTP)

• TCP (Networking)

• PCIe (MCTP or DOE)

• Storage protocols SCSI, ATA 

and NVMe
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Untrusted Data API
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Untrusted Data API

• Benno's Untrusted Data API v4

o https://lore.kernel.org/all/20250814124424.516191-1-lossin@kernel.org - 14 Aug 

2025
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Untrusted Data API - NegotiateAlgsRsp
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Untrusted Data API Usage - NegotiateAlgsRsp
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Untrusted Data API - GetCapabilitiesRsp
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Untrusted Data API - GetCapabilitiesRsp
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Untrusted Data API - GetCapabilitiesRsp



©  2 026 WEST ERN  D IGIT AL  COR POR AT ION OR ITS A FF ILIAT ES. AL L RIGH TS R ESERVED .WD  CONFIDEN TIA L15

Current Status
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Current Status

• V3 patches submitted

o [PATCH v3 00/21] lib: Rust implementation of SPDM

▪ https://lore.kernel.org/rust-for-linux/20260901010347.2614656-1-

alistair.francis@wdc.com/

o Please review!

o This is based on Lukas' C implementation 

[https://lore.kernel.org/all/cover.1719771133.git.lukas@wunner.de/
], but has been refacted during the

first few RFCs
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